Secure audio/video services —
—H.323, H.350 and Firewalls

QUESTNet 2005, Coolum, Australia
July 2005

CDaarnet

' Australia's Academic
and Research Network  Author: K. Stoeckigt (kewin.stoeckigt@aarnet.edu.au)

©Copyright AARNet Pty Ltd




— Hardware/Software requirements

e Hardware
—A ‘modern’ PC should do the job
« Some specs: 2GHz, 512MB, 100GB, 100Mb/s
« Software
—Linux
—A running OpenLDAP Server
* openldap-devel packets!!
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— Hardware/Software requirements

* Download the following files from the workshop
webpage
—gnugk-2.0.8.tar.gz
—pwlib-Pandora_release-src.tar.gz
—openh323-Pandora_release-src.tar.gz
—Idaplink.cxx
—guestnet-sample.conf

NOTICE: Yes, there are way newer version of GhuGK available,
however, version 2.0.8 is the last version with an implemented
and working H.235 stack ? we want H.235 in all devices!!
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— Installation/Configuration of GnuGK

« Compilation of pwlib

I n@uestnet> gzip —d pw i b-Pandora_rel ease-src.tar.gz
n@uestnet> tar —xvf pw i b-Pandora_rel ease-src.tar
n@uestnet> nkdir /usr/local/lib/pwib_pandora
n@uestnet> mv pwib/* /usr/local/lib/pwib_pandora
n@uestnet> I n —sf /usr/local/lib/pwib_pandora \

[usr/local/lib/pwib
n@uest net> export PW.IBDIR=/usr/local/lib/pwib
n@uest net> cd $PW.I BDI R
n@uestnet> ./configure —-di sabl e-sasl
n@uest net > nmake
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— Installation/Configuration of GnuGK

e Compilation of openh323

kew n@uest net> gzip —d openh323- Pandora_rel ease-src.tar. gz
kew n@uest net> tar —xvf openh323-Pandora_rel ease-src.tar

kew n@uestnet> nkdir /usr/local/lib/openh323 pandora

kew n@uest net> nv openh323/* /usr/local/lib/openh323 pandor a
kew n@uestnet> | n —sf /usr/local/lib/openh323 pandora \

[usr/local/lib/openh323
kew n@uest net> export OPENH323DI R=/usr/l ocal/lib/openh323
kewi n@uest net> cd $OPENH323DI R
kew n@uestnet> ./configure
kew n@uest net> make

Now go and grab a cup of coffee....
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— Installation/Configuration of GnuGK

e Compilation of GhuGK

n@uest net> gzip —d gnugk-2.0.8.tar.gz

1 n@uest net> tar —xvf gnugk-2.0.8.tar

1 n@uestnet> nkdir /srv/gnugk-2.0.8

n@uest net> nv openh323gk/* /srv/gnugk-2.0.8
n@uestnet> nkdir /srv/gnugk-2.0.8/config

n@uestnet> cp | daplink.cxx /srv/gnugk-2.0.8/
n@uest net> cp questnet -sanpl e. conf /srv/gnugk-2.0.8/config/
n@uest net > export LD LI BRARY PATH=$PWLI BDI R/ | i b: $OPENH323DI R/l i b
n@uestnet> cd /srv/gnugk-2.0.8
n@uest net> NO PGSQL=1 NO MYSQL=1 NO RADI US=1 HAS ACCT=1 \

HAS LDAP=1 LARGE FDSET=16384 nake both
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— Installation/Configuration of GnuGK

» Copy the questnet-sample.conf in a config/ subdirectory or to /etc/
» Sample file consist of 7 sections
— Global settings
» General settings of the GK, e.g. the IP address, name, etc.
— Routing and proxy settings
» Specific routing settings, and wheather the proxy is used or not
— Gatekeeper monitoring
* Who is allowed to monitor the GK?
— Client authentication
* Specification and additional settings for the client authentication
— Neighboring
* Neighbor Gatekeeper
— Some extra stuff :-D
— Accounting
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— Installation/Configuration of GnuGK

» Global settings

| Gat ekeeper: : Mai n]

Fourtyt wo=42

Nane=quest net. net. au
Home=XxXX. XXX. XXX. XXX

Endpoi nt | DSuf fi x=_gk- X. quest net. net. au
Ti meToLi ve=300

Tot al Bandwi t h=-1

St at usPort =7000
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— Installation/Configuration of GnuGK

e Routing and proxy settings

[ Rout edMbde]

KRout ed=1

H245Rout ed=1

Cal | Si gnal Port=1720
Accept Nei ghborsCal | s=1
Accept Unregi steredCal | s=1
RenoveCal | OnDRQ=0

Dr opCal | sByRel easeConpl et e=1
SendRel easeConpl et eONDRQ=1
Support NATedEndpoi nt s=1

[ Proxy]
Enabl e=1
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— Installation/Configuration of GnuGK

« Gatekeeper monitoring

[ GKSt at us: : Aut h]
rul e=al | ow
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— Installation/Configuration of GnuGK

 Client authentication

[ Gat ekeeper : : Aut h]

LDAPAI i asAut h=r equi r ed; RRQ
defaul t =al | ow

[ GKLDAP: : LDAPAt t ri but eNanes]

H3231 D=h323l denti t yh323-1D

Tel ephoneNo=h323l dentityD aledD gits
| pAddr ess=h323l dentityTransportl D
H235PassWor d=h2351 dent i t yPasswor d

[ GKLDAP: : Setti ngs]
Server Name=xxx. XXX. XXX. XXX
Ser ver Port =389
Sear chBaseDN=dc=sanpl e, dc=quest net, dc=net, dc=au
Bi ndUser DN=ch=nanager , dc=sanpl e, dc=quest net, dc=net, dc=au
sizeLimt=0
| timeLlimt=5
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— Installation/Configuration of GnuGK

* Neighboring

[ RasSrv: : Nei ghbor s]
AUCGK=203. 22. 212. 235: 1719; *;
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— Installation/Configuration of GnuGK

e Some extra stuff

[ RasSrv: . ARQFeat ur es]
Cal | Unr egi st er edEndpoi nt s=1

[ RasSrv: . LRQFeat ur es]
| ncl udeDest i nati onl nf ol nLCF=1
C scoGKConpati bl e=1
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— Installation/Configuration of GnuGK

e Accounting

[ Cal | Tabl e]
CGener at eNBCDR=1
CGener at eUCCDR=1

Def aul t Cal | Ti meout =0
Acct Updat el nt erval =0

[ Gat ekeeper: : Acct ]
Fi |l eAcct =required; start, updat e, st op, on, of f
def aul t =accept

[ Fi | eAcct ]
Detail File=/var/| og/acct. | og
Rot at e=0
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— Installation/Configuration of GnuGK

* You should now have a working Gatekeeper/Proxy
using H.350 client authentication. Start the system by

typing:

/ srv/ gnugk-2.0.8/0obj linux x86 r/gnugk —c /etc/questnet-sanple.conf &
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